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DATA MANAGEMENT POLICY

Introduction

This policy explains how the United Centre of Excellence (UCE) collects, manages and shares personal

data, i.e. how we process personal data.

We only process personal data where one of the following conditions has been met:

a) The individual (Data Subject) has given their consent

b) Itis necessary for the performance of a contract with the Data Subject

c) lItisin the Data Subject’s interest

d) Itis necessary for the administration of justice

e) A legal obligation exists

f) The benefits are for the legitimate interests of the company and do not outweigh any detriment to
the individual

Definitions

o Data Protection Officer: This officer is responsible for this policy and compliance with the Data
Protection Act, which is currently managed by the office support team.

¢ Data Compliance: Determines why and how we will process personal data via the compliance
support

o Data Processor: Responsible for processing personal data on behalf of the Data Compliance

e Data Subject: Living individual about whom we collect personal data

o ICO: Information Commissioner’s Office, the Regulator of personal data

o Ofqual: Office of Qualifications and Examinations Regulation, the Regulator of qualifications

¢ Personal data: Information that relates to an identified or identifiable individual directly or indirectly,
e.g. name, email, telephone number

e Personal Data Breach: A confirmed incident in which sensitive, confidential or otherwise protected
data has been accessed and disclosed in an unauthorised manner

e Sensitive Personal Data: Information regarding racial or ethnic origin, political opinions, religious or
philosophical beliefs, trade union membership, genetic data, biometric data, health data or data
concerning a natural person’s sex life or sexual orientation.

o Staff: Employee, agency worker, contractor, sole trader, e.g., manager, supervisor, administrator,
tutor, assessor, mentor, internal verifier, internal quality assurer, end-point assessor, etc.

i Tel: 01332 480325 | Email: info@UCE.org.uk | Web: www.UCE.org.uk
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Users: Individuals who receive our services, e.g. apprenticeships, courses, qualifications etc.
Partners: United Centre of Excellence Directors partnership with Qualitrain Limited and Blue Lion
Training Academy Limited.

UCE 2Point9: The UCE Learning Environment is a secure area of our website for learning
resources, such as guidance documents, pre-mock exam papers, knowledge, skill, and behaviour
factsheets, portfolio guidance, and mock assessment templates. It is accessible only to registered
users.

Monday.com: The UCE Assessment online portal is a secure area for all assessment scheduling
with customer invoices. Guests can be invited to upload basic apprentice information three or more
months before their End-Point Assessment. Access is for registered users only.

ACE360: A service provider's online portal for end-point assessment gateway preparation, evidence
storage and grading, and certificate claiming. It is accessible only to registered users.

Google Drive: Access permission-driven UCE Workspace for all UCE staff with uce.org.uk email
accounts only. This area is used for document storage, business development, end-point

assessment, and evidence backup from ACE360 assessments. Access for registered users only.

Scope

This policy applies to all employees, Data Compliance, Data Processors, Managers, and users who

process personal and sensitive personal data as part of UCE business activities.

General Principles

UCE complies with the principles of good information handling, including:

Processing personal data fairly and lawfully

Only processing personal data necessary to conduct our business activities

Taking reasonable steps to ensure personal data is accurate and current

Taking reasonable steps to ensure personal data is processed and stored securely
Keeping personal data only for as long as appropriate

Not transferring personal data outside UCE without adequate protection and cause

i Tel: 01332 480325 | Email: info@UCE.org.uk | Web: www.UCE.org.uk
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Compliance

UCE complies with the Data Protection Act 2018 (DPA 2018) and the General Data Protection Regulation
(GDPR), which the ICO regulates.

UCE is registered with the Information Commissioner for the types of information it holds and the purposes
for which it processes personal data. Our registration number is ZA268303.

Staff Training

All staff receive training on data protection and security awareness to ensure we process data
appropriately.

Data Subject: Complaints and Requests

Data subjects have a number of rights regarding the personal data we process about them. See Section
Data Subject Complaints and Data Subject Requests.

DPIA: Data Protection Impact Assessment

We conduct Data Protection Impact Assessments to identify and minimise the data protection risks of our
activities through our PID Process, shown in Appendix 1 and recorded on Monday.com.

ADM: Automated Decision Making

UCE does not use any automated methods in the decision-making or processing of personal data.

Note: In this context, automated means without any human involvement.

Data Breach

Any employee, Data Compliance officer, Data Processor, Manager, user, or other party who is aware of or
suspects an actual or potential personal data breach must immediately notify the Data Protection Officer by
email at info@UCE.org.uk. All individuals are responsible for fully engaging and cooperating with the Data
Protection Officer in relation to an investigation of a data breach.

é Tel: 01332 480325 | Email: info@UCE.org.uk | Web: www.UCE.org.uk
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Response

UCE will respond promptly to any identified personal data breach and thoroughly investigate to ascertain
whether:

a) Breach should be reported to the ICO

b) Data Subjects should be made aware of the breach and

c) Ifitis necessary to amend processes or introduce new measures to mitigate against any further
breaches.

Policy Communication
This policy is communicated via:

a) Staff induction, updates and other appropriate instances.
b) Current copies are available:

i) Google Drive - internal

ii) UCE 2Point9 — All users

Associated Policies and Procedures
Associated policies:

c) Data control policy

d) Website Privacy Policy

e) Complaints Policy

f) Appeals Policy

g) Malpractice Policy

h) Reasonable Adjustment Policy

Data Collection

Only personal data necessary to enable us to conduct our business activities is collected, along with the
data subject's consent. Withholding personal data may prevent UCE from conducting its business activities;
for example, qualification registration requires confirmation of identity and address.

i Tel: 01332 480325 | Email: info@UCE.org.uk | Web: www.UCE.org.uk
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Data Checks

We conduct reasonable checks to ensure the personal data we hold is accurate.

Personal Data
Personal data is collected for:

a) Employment requirements

b) Receiving our services, e.g. record keeping, reasonable adjustments, qualification registration,
assessment results, re-submission requirements, qualification registration and certificates, etc.

c) Marketing activities

d) Invoicing for our services, including credit and debit card payments

e) Service providers

Sensitive Personal Data

We only collect Sensitive Personal Data when there is a clear requirement, e.g.

a) Employee health
b) Reasonable adjustments, an Ofqual and Awarding Body requirement
c) Appeals, Submission Deadline Extensions, an Ofqual and Awarding Body requirement

Data Security

The following measures ensure we store and process personal data securely:

a) Limiting access to personnel who require personal data to conduct their role
b) Taking reasonable steps to ensure personal data is processed securely
c) Keeping personal data for as long as appropriate only

i Tel: 01332 480325 | Email: info@UCE.org.uk | Web: www.UCE.org.uk
M{ Check document history for version control and document updates
Page 10 of 15

UNITED CENTRE of EXCELLENCE



UNITED CENTRE

EXECELLENECE

Paper Records

Where possible, personal data is stored electronically. When paper records are necessary, the following

actions occur:

Paper records with personal information are kept in a locked store

Access is only available to authorised personnel

Personal information will only be disclosed to those who require access to carry out their roles and
for the purposes for which it was provided, e.g. employment, investigation, etc.

Paper records no longer required will be returned to the individual concerned, shredded or archived

in a secure area

Electronic Records

Measures taken to secure electronic records include:

Comply with business IT best practice

Store in a secure area online via google.com

Reducing the potential for data loss, deletion, corruption and malicious activity

Limiting access to authorised personnel, e.g. those who require data to undertake their role
Password protection access with an eight-digit 4-level password

Only personnel with the UCE.org.uk email address will gain access to Google Drive

All Google Drive folders are individually assigned to personal

Encrypting data, as appropriate

Use of a Virtual Private Network (VPN) for remote working

Ensuring data is not stored outside of the EU

Retention and Disposal of Data

UCE maintains retention to ensure Personal Data is destroyed after a reasonable time for the purposes for

which it was being held unless the law requires otherwise.

Data Sharing

a)
b)

Personal data is only shared with individuals who require it to conduct their role
Personal data is not transferred outside of UCE without adequate protection and cause, e.g.
entering personal data into an Awarding Body secure portal for qualification registration

é Tel: 01332 480325 | Email: info@UCE.org.uk | Web: www.UCE.org.uk
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Principles of Sharing
Sharing of personal data will only be carried out where one of the following conditions applies:

a) The individual (Data Subject) has given consent

b) Itis necessary for the performance of a contract with an individual

c) Alegal obligation exists

d) Itis necessary for the administration of justice

e) Benefits are for the legitimate interests of the company and do not outweigh any detriment to the
individual

Confidentiality

Any information provided to UCE will remain confidential and only be used for the purposes it has been
disclosed. Unless UCE has permission, we will not sell, distribute or lease personal and confidential
information to third parties unless required by law to do so.

Internal Data Sharing: Conflict of Interest

UCE will not internally share personal data between UCE Assessment and any of its partners, which could
lead to a conflict of interest and contravention of Ofqual requirements.

Roles and Responsibilities

Directors are responsible for implementing this policy, managing personal data, and complying with it, as
well as identifying the level of access for each employee they manage.

Data Protection Officer
UCE Data Protection Officer (DPQO) is responsible for:

a) Compliance with the Data Protection Act

b) Monitoring compliance with this policy

c) Security of electronic and hard copies of personal data.

d) Advising on queries and obligations

e) Detecting, investigating and reporting breaches of personal data
f) Acting as a primary contact for data subjects and ICO

é Tel: 01332 480325 | Email: info@UCE.org.uk | Web: www.UCE.org.uk
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Conducting Data Protection Impact Assessments

Data Compliance

The Data Compliance is responsible for deciding how personal data is collected, stored, used, and shared.

Managers are responsible for the day-to-day management of personal data and compliance with this policy

and for identifying the level of access for each member of personnel.

Data Processors

Data Processors, e.g. administrators, managers, tutors, assessors, etc, are responsible to:

a)

Managing personal information to which they have access, e.g. each Data Processor is responsible
for information they access, receive, store, use, disclose and process

Ensuring that personal information is always kept secure and is not disclosed to unauthorised
persons

Ensuring that any locked stores remain locked and keys kept secure

Keeping IT password/s secure and access permissions secure.

Data Subject Requests

Data Subjects have a right to request the following about the data we process:

be informed about the collection and use of their data

access personal data and supplementary information

amendment to inaccurate personal data or completion required

erasure (to be forgotten) in certain circumstances

restrict processing in specific circumstances

obtaining and reusing personal data for their purposes across different services (data portability)
raise an objection to process in certain circumstances

raise objections to automated decision-making and profiling

Complain to the Information Commissioner

Data Subjects wishing to request details of the personal data we collect and process about them should

contact the Data Protection Officer via email: info@UCE.org.uk

This will usually be completed for free and dealt with within one month of request. Should personal data

requests be unfounded, excessive or repetitive, we may refuse or charge for responding. If we refuse a

i Tel: 01332 480325 | Email: info@UCE.org.uk | Web: www.UCE.org.uk
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request, we give a reason. If this occurs, Data Subjects have a right to complain to the Information
Commissioner.

Data Subject Complaints

Data Subjects who wish to complain about the personal data we collect and process about them should
contact the Data Protection Officer via email: info@UCE.org.uk

i Tel: 01332 480325 | Email: info@UCE.org.uk | Web: www.UCE.org.uk
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Alignment with Ofqual General Conditions of Recognition

This policy has been updated to align with the following Ofqual General Conditions of Recognition:

- Condition A6 — Identification and management of risks

- Condition B3 — Review and continuous improvement

- Condition G4 — Maintaining confidentiality of assessment materials

- Condition G6 — Arrangements for data retention and transfer

- Condition G7 — Complying with data protection legislation

The policy now incorporates best practices for data protection, including:

- Regular staff training on data security and GDPR compliance

- Use of secure, access-controlled systems for data storage and processing
- Clear procedures for breach notification and data subject rights

- Annual review of data management practices to ensure continuous improvement

i Tel: 01332 480325 | Email: info@UCE.org.uk | Web: www.UCE.org.uk
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