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Document History 

Version Date Reason for Revision Issued by 

V1.1 July 2019 Initial release Harj Dhanjal 

V1.2 Nov 2020 Document review during covid-19  

(No Changes required) 

Alan Bates 

V1.3  Jul 2021 Review of document accuracy for our 

submission to Ofqual recognition. 

Alan Bates 

V1.4 Jan 2024 Section: Access To Online Information 

Confidential assessment materials 

(online exams) are restricted access to 

the Managing Director only to prevent 

access of exam materials. Removal of 

CCTV is in throughout the premises 

interior and night vision lighting is also 

utilised from premises section. 

Added current address to the premises 

section check sheet. 

Alan Bates 

V1.5 July 2025 Policy review and practices and updates Alan Bates 

Area Original Policy Updated Policy Ofqual Reference 

Regulatory 

Reference 

IFATE Replaced with Skills 

England 

Section B – 

Relationship with 

Regulators 

Access to 

Assessment 

Materials 

Restricted to 

Managing 

Director 

Added audit trail, 

encryption, and secure 

storage protocols 

Section G – 

Confidentiality of 

Assessments 
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Network 

Access Controls 

Passwords and 

permissions 

Added MFA (multi-factor 

authentication), audit logs, 

and breach reporting 

Section A – 

Governance & 

Section G 

Cloud Storage Mentioned 

access rights 

Added requirement for 

secure cloud contracts and 

data residency compliance 

Section D – 

Information Security 

Paper-based 

Info 

Locked 

cabinets, 

shredding 

Added secure disposal logs 

and retention policy 

alignment 

Section D – Data 

Protection 

Premises 

Security 

Physical 

controls, alarms 

Added visitor logs review, 

CCTV policy, and access 

reviews 

Section A – Risk 

Management 

Leavers Process Revoke access, 

return keys 

Added checklist for HR, 

password vaulting, and 

secure data handover 

Section A – 

Governance 

IQA Integration Not mentioned Added quarterly access 

reviews and incident trend 

analysis into IQA cycle 

Section D – 

Continuous 

Improvement 

 

V1.6 January 2026 Updated Office address Amar Dhanjal 

 

Email:   info@UCE.org.uk   

Telephone:  01332 480325  
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Post:   UCE Assessment Team  

  Regus Centre, 3 Centro Pl, Derby DE24 8RF  
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ACCESS CONTROL POLICY 

Introduction 

The objective of this Policy is to protect the confidentiality, integrity and availability of the Organisation’s 

information by controlling access to its IT, premises and paper-based systems. 

Responsibilities 

All staff are responsible for ensuring that this Policy is complied with: 
1. Overall responsibility for the security of UCE’s networks rests with the Managing Director, who may 

delegate day-to-day technical issues regarding access control. 
2. All of UCE’s staff and associates are responsible for controlling access to information in accordance 

with this Policy at all times. 

Network Access 

The following instructions apply to all users of UCE’s systems: 

1. Access to UCE’s network is controlled by means of individual user logins and passwords.  Login 

names are allocated by the Managing Director, who also issues the initial password for each user. 

2. Immediately on receiving a login and password, the user must change the Password to one that 

they have created in accordance with the Password Guidelines (See Appendix A).  Thereafter, the 

operating system automatically prompts a password change at intervals. 

3. Access to accounting and operations software is controlled by means of login and password.  This 

information is given only to users who need to work with the respective packages, and their level of 

access is controlled by permissions allocated to the various login identities. 

4. Logins and passwords are not to be revealed to anyone, even a colleague, supervisor or manager.  

The exception to this rule is set out in the Password Guidelines. 

5. Users may access the network and their own files by logging on to any PC on the system.  

However, access to network objects is limited by individual logins that are authorised based on 

operational requirements. 

6. User rights are decided by the members of management in conjunction with the Directors and IT 

Support only and are not to be changed.   

7. User rights are kept to the minimum necessary for efficient working.  Anyone who feels that they 

would work more efficiently with increased user rights must justify this to the Directors and IT 

Support 
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8. Users must not allow other users to access any systems via their login, either by logging in 

deliberately on the other’s behalf or by logging in and leaving the PC unattended 

9. Monitoring is implemented on all systems to record login attempts and failures, successful logins 

and all changes made. 

10. Remote access to the Organisation’s systems (if applicable) is subject to particularly careful control.   

11. Currently no third party has any access rights to the Organisation’s networks. 

12. Anyone who suspects there may have been a breach of network access rules must report it 

immediately to the Directors. 

Access To Online Information 

1. Information stored on the Cloud can be made available to all users to certain defined users, or to 

the creator only.  The selection of the appropriate directory and access rights determines this. 

2. Sensitive information that is kept on the network, e.g. financial records, is to be protected by the 

removal of all access permissions, including those of Administrators. 

3. Should a hacker gain access to the network, every password that stands in their way will offer some 

protection to sensitive data.  Therefore, directories and documents containing such data are not to 

be named in such a way as to make them easily identifiable.  Names indicating Confidential, Top 

Secret, etc., should not be used. 

4. No password-protected files can be created on the network.  Should this need arise, then specific 

permission must be given by the company directors.  Details of the authority and the password 

issued will be security recorded. 

5. Confidential assessment materials (online exams) are restricted access to the Managing Director 

only to prevent access of exam materials.  

Access to Paper-based Information 

1. Sensitive information on paper, such as personal or financial data, is accessible only to authorised 

persons. 

2. Access must be controlled by means of locked cabinets. 

3. Sensitive information is not to be left lying on desks overnight. 

4. All wastepaper containing business information is to be shredded. 

Premises Security 

Physical access to the Organisation’s premises and thus to the information systems is controlled as follows: 
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1. The Administration Offices are located within a unit on a business park location.  The first floor contains 
the main administration offices. 

2. The main access to the building is via stairs to the 1st floor with a key locked door that is applied outside 
working hours. 

3. Visitor access is via the stairs which has a door alerting chime and door entry access. 
4. Access to the main offices on the first floor is from a staircase accessed from the main door entrance. 
5. The exterior areas of the building are subject to street lighting. 
6. The first-floor stairwell are subject to the main door access 
7. Visitors are required to sign in and out and are accompanied from the point of reception at all times. 
8. Filing cabinets and cupboards containing any sensitive information are locked outside regular working 

hours. 
9. The offices and facilities include all firefighting equipment required under current regulations as 

maintained by a support contract. 
10. Fire alarms and smoke detectors are in place, operational and suitably periodically tested 
11. An Intruder alarm operated by the Organisation is in place with related PIR detectors and door contactors.  

Fire doors are included in the contactor system. 
12. Cloud contracts include terms relating to data security and that cloud premises are to acceptable 

standards. 
 

 

Further Measures To Prevent Unauthorised Access To Information 

Apart from the measures outlined above, access to the Organisation’s premises, information systems and 

information is further limited by the following general instructions: 

1. No employee who is entrusted with an electronic intelligent key, combination code or a Password of any 
kind is to reveal or share this with a fellow employee. 

2. In the case of equipment destined for repair or disposal, information stored on hard disk or other storage 
media is to be protected as follows: 
a) Any hard disk intended for repair or contained in equipment being sent away for repair is fully backed 

up or cloned before dispatch. 
b) If the disk contains sensitive information, the directories or files containing the information are removed 

before dispatch. 
c) Any storage media containing Organisation information, including hard disks, floppy disks, tape 

cartridges, CDs etc. that are faulty or no longer required are rendered unreadable before disposal. 
d) Disposal of computer equipment is to be carried out by a reputable specialist disposal firm, and 

disposal records are kept for both Information Security and Environmental reasons 
e) Should data be required to be sent or transmitted from the Organisation’s premises, then information 

stored on a hard disk or any other medium is to be protected by the following means: 
I. No computer equipment is to leave the Organisation’s premises unless specific permission has 

been obtained from the Director and/or IT Support 
II. Transportation is only undertaken by reputable carriers or by the Organisation’s employees 
III. The Organisation’s employees who are transporting computer equipment or storage media take 

precautions to protect such items from theft. 
 
3. When employees leave the Organisation, the following action is taken: 

a) The employee’s access rights to all IT systems are revoked. 
b) The relevant e-mail account is disabled. 



         

 

 

Tel: 01332 480325 | Email: info@UCE.org.uk | Web: www.UCE.org.uk 
Check document history for version control and document updates  

Page 9 of 13 

 

c) Employees are required to reveal all passwords they may have used to protect documents or files 
created or processed in the course of their duties. 

d) Employees are required to return all intelligent keys to doors entrusted to them. 
e) Combinations on the filing cabinets only need to be changed if the Organisation feels that there is a 

potential future risk. 
f) The responsibility for arranging these measures lies with the member of management responsible for 

HR. 

 

General 

Although the Organisation has taken reasonable technical and material precautions to prevent unauthorised 

access to its information systems, every individual employee can make a decisive contribution to the 

Organisation’s security.  Access control of all kinds depends to a great extent on the employee’s active 

participation, watchfulness and consistent compliance with the spirit of this Policy.  
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Premises Security (Building Survey) 

Email:   info@UCE.org.uk   

Telephone:  01332 480325  

Post:   UCE Assessment Team  

  Regus Centre, 3 Centro Pl, Derby DE24 8RF 

Doors and Entry Points The main entry point to the premises is via an outer door to the stair 

area which then separately accesses the ground floor facilities and 

upstairs to the first-floor administration offices.   

The main office door is key locked outside normal working hours and 

has an alert chime when opened. 

Windows Windows are all lockable and constructed using toughened glass. 

Fire Exits The main staircase forms the current fire escape route from the first-

floor offices. 

A fire escape door that is included on the intruder system is located on 

the ground floor. 

Shutters N/A. 

Door lock types Door locking to the main access stair area is normal business park 

strength. 

Bio Metric entry N/A. 

Fire Extinguishers Fire extinguishers are installed throughout the offices to current 

regulations and are regularly inspected and serviced. 

Fire Alarms A fire alarm system is in place and maintained as an element of the 

service contract. 

Smoke Alarms Smoke detectors are installed and maintained as an element of the 

system contract. 
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Halon drenching No gas extinguishing system is in place. 

Lighting Standard fluorescent and similar lighting is used throughout. 

Emergency lighting is also in place within the premises interior spaces. 

Air extraction N/A 

Burglar alarms An intruder alarm system is in place and subject to a service contract. 

Alarm monitoring N/A 

Visitors signing in All visitors are required to sign in and out of the premises. 

Visitors accompanied Visitors are accompanied from the main stair access point at all times 

whilst on the premises. 

Electrical Wiring Buildings are to current electrical specifications. 

Equipment PAT tests PAT testing is completed to current regulations and relevant records are 

kept. 

Network cabling type Network cabling is to CAT 5e standards as a minimum. 

Car park Restricted car parking is available for staff.  Restricted visitor parking is 

available. 

Security perimeter The security perimeters are generally defined by signage and building 

curtilages. 

Fences N/A 

Gates N/A 

CCTV None  

 

Date of Issue: Jan 2024 Signed: A Bates 

Date of Next Review: July 2024 Print Name: Alan Bates 
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Modernisation Enhancements 

Multi-Factor Authentication 

All user accounts must implement multi-factor authentication (MFA) to enhance security and comply with 

Ofqual's data protection standards. 

Audit Trails and Breach Reporting 

All access to systems must be logged. Breach attempts must be reported immediately and reviewed 

quarterly as part of the IQA cycle. 

Cloud Storage Compliance 

Cloud service providers must comply with UK GDPR and data residency requirements. Contracts must 

include clauses on encryption and breach notification. 

IQA Integration 

Access control incidents and trends must be reviewed quarterly and integrated into the Internal Quality 

Assurance (IQA) cycle for continuous improvement. 

Leavers Checklist 

A formal checklist must be completed for all leavers, including revocation of access, secure handover of 

data, and password vaulting. 


